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1. Background

It has always been important for organisations to identify and manage their risks. This view 

has been reinforced by public sector legislation i.e. Accounts and Audit Regulations 2015 

and National Standards i.e. ISO31000:2009 Risk Management Principles and Guidance, 

which explicitly references to authorities’ risk management arrangements. 

Risk Management is the systematic identification, analysis and economic control of 

opportunities and risks that challenge the assets, reputation and objectives of an 

organisation. 

It enables the Council to effectively manage strategic decision making, service planning and 

delivery to safeguard the well-being of its stakeholders and increases the likelihood of 

achieving its outcomes. 

Effective risk management is an essential element of good management and a sound 

internal control system, risk management being a key contributor to good governance and 

the Annual Governance Statement. 

2. Executive Summary - Key Statement
  

In October, 2014 the Council’s Liability insurers, Travelers informed the Council that they 

would be increasing the liability premium rates by at least 100% and therefore the Long 

Term Agreement with them was broken.  As this represented a significant increase in 

premium the Council’s brokers, Marsh, advised the Council to test the market and therefore 

retender the policy. 

Travelers informed the Council that the reason for the increase in premium rates was due to 

a review of their own risk profile, the outcome of which determined that they considered that 

those authorities with highways and social care responsibilities presented too high a risk to 

them.  They were very clear that the increase was not a specific reflection on 

Gloucestershire County Council’s risk profile. Other Council’s have also experienced the 

same increases.

In view of the above, the Liability Policy was tendered through the Crown Procurement 

Service Insurance Framework with the contract to be effective from 24th June, 2015.  

The contract has now been awarded on a 3 year + 2 year option which has resulted in 

annual savings of around £29k (14%) i.e. £87k over the three year period.
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Marsh brokers stated in their tender evaluation report ‘We believe that the investment made 

in both time and effort by Gloucestershire County Council throughout this tender process has 

been invaluable and has resulted in a positive response from the market’.  

3. Overview

3.1 Risk Management Policy Statement and Strategy

The Council’s corporate Risk Management Policy and Strategy was reviewed and revised 

accordingly in 2015/16. It was approved by the Audit & Governance Committee and 

Corporate Management Team in January 2016 and by Council in February 2016. The 

revised strategy was disseminated to Members and Officers via relevant newsletter 

publications.

The Strategy clearly sets out the risk management principles and governance arrangements 

in operation within the Council and is available on Staffnet.

3.2 Risk Management Framework

Full details of the framework are available on the Audit Risk Assurance (ARA) website at 

http://staffnet/riskmanagement.

In summary, key responsibilities are as follows:-

 Lead Committee for Risk Management - The Audit and Governance Committee.

 Senior Management responsibilities – During 2015/2016 the Chief Officers 

Management Team (CoMT) continued to take ownership of Strategic Risk 

Management with each of the strategic risks being owned by a CoMT member. 

Quarterly strategic risk management reports are provided to CoMT to enable them to 

gain assurance that the Council’s strategic risks are being effectively managed. The 

Director of Strategic Finance & Waste is the Corporate Management Team member 

who is the CoMT lead, overseeing the risk management activities during 2015/16.

 Lead Member responsible for Risk Management – Cabinet Member for Finance and 

Change.

http://staffnet/CHttpHandler.ashx?id=30677&p=0
http://staffnet/riskmanagement
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 Operational Risk Management. The strategy requires that all staff have a role to play in 

managing risk, with risk management principles embedded into all key business 

processes. There are risk champions within both Commissioning and Delivery who 

work alongside ARA and help to embed risk management into GCC’s culture. 

 In addition, ARA work closely with other key specialist areas of risk such as Health and 

Safety, Performance, Strategy and Challenge, Insurance, Asset Management and 

Property Services and Emergency Management/Business Continuity.

3.3 Key documents, processes and initiatives which support the risk management 
process include:

 The Risk Management Toolkit & Guidance, which covers the following:

 A practical guide to Risk Management in GCC;

 Risk Management in GCC’s business planning process;

 Partnership Risk Management;

 Risk Appetite Toolkit;

 Guidance on identifying, rating and managing opportunities;

 Practical guidance on identifying risks and rating of the level of the risk;

 Templates for the recording of identified risks and opportunities, and the 

management of both;

 Practical guide to Procurement Risk Management; and

 A practical guide to Programme and Project Risk Management in GCC.

 Risk Management Training Programmes/Briefing Sessions/Workshops:

 An ‘Introduction to Risk Management’ session/quiz forms part of the Council’s 

Corporate E Learning/Induction programme. ARA continue to work with senior 

managers/project sponsors/managers across the Council to integrate risk 

management into their ‘day to day’ management arrangements; 

 Numerous risk management awareness, briefing sessions and workshops 

have been provided across the Council;
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 Provision of risk management advice/support in the development of risk 

registers to key Meeting the Challenge Programme/Project Boards/Teams, 

and the more complex and significant general 

programmes/projects/commissioning activities; and

 1:1 risk management advice and guidance sessions to various MtC 

Programme and Project Managers.

 Risk management is embedded into key corporate strategies, with full integration into 

the corporate performance management framework/business planning processes, 

option appraisals, commercial activity, and programme and project management 

processes;

 Risk management guidance is provided on Staffnet to enable staff to take 

responsibility for managing risk within their own working environment.

3.4 Development and implementation of a Risk Appetite Framework and Guidance

There are numerous definitions of organisational ‘risk appetite’, but it all boils down to how 

much, of what sort of risk an organisation is willing to take; the HM Treasury definition being: 

‘The amount of risk that an organisation is prepared to accept, tolerate or be exposed to at 

any point in time.’ So why do we need to determine our risk appetite? If managers are 

running the business with insufficient guidance on the levels of risk that are legitimate for 

them to take, or not seizing important opportunities due to a perception that taking on 

additional risk is discouraged, then business performance will not be maximised. At the other 

end of the scale an organisation constantly erring on the side of caution (or one that has a 

risk-averse culture) is one that is likely to stifle creativity and not necessarily encourage 

innovation, nor seek to exploit opportunities.

ARA has developed a framework to enable risk judgements to be more explicit, transparent 

and consistent. By enhancing our approach to determining risk appetite, we will be able to 

raise the Council’s capability to deliver on challenging targets to raise standards, improve 

service quality, system reform and provide more value for money.

The framework considers all levels of the business, from strategic decision making, to 

operational delivery. 

This framework was highlighted as good practice by the Council’s external auditors.



6

3.5 Development and implementation of Opportunity Management

In addition to identifying the risks, management have always been encouraged to identify 

any opportunities that may be available when looking to achieve their business objectives. 

During 2015/2016 ARA have implemented a corporate opportunity management process, 

which compliments the existing corporate risk management arrangements. 

This enables a consistent approach to:

 identify all potential opportunities; 

 assess the viability and impact of each opportunity; 

 analyse risk versus opportunity; and

 help to inform priorities and decisions.

The approach has been well received and implemented successfully within a number of 

current key projects and has now been incorporated into the risk guidance. 

3.6 Risk Registers

In terms of the formulation and monitoring of the Strategic/Operational, 

Programme/Project/Partnership risk registers, a consistent and robust approach to 

producing such risk registers continues to be successfully embedded across the Council’s 

activities.

The risk registers are developed as part of the development and implementation of the 

Council’s Strategy, and subsequent programme/project management and business planning 

arrangements i.e. clearly identifying the key inherent and residual risks associated with the 

achievement of identified outcomes and priorities and the controls that are in place to 

manage them. (An inherent risk is a risk prior to the application of controls and a residual risk 

is the risk remaining, after applying control measures). 

In addition to an inherent and residual risk, ARA have introduced a ‘Target Risk’ within the 

operational risk and opportunity register templates. A target risk is used to help determine 

the proportional level of control to be put in place, which will vary according to 

management’s risk appetite and tolerance levels. 

Strategic Risk Register

During 2015/2016, five strategic risks were identified and added to the Strategic Risk 

Register, these being:

http://financial-dictionary.thefreedictionary.com/Risk+Tolerance
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 Failure to protect the council's key information and data as a result of exploited 

technological vulnerabilities facilitated through malicious attack (internal or external);

 Failure of technology managed by the ICT Service impairing the council's ability to 

communicate;

 Failure to commission services resulting in the Council effectively being unable to 

deliver its strategic objectives;

 Failure to deliver outcomes of the Prevent Strategy impacting on the residents and 

businesses of Gloucestershire; and

 Failure to deliver outcomes of the Prevent Strategy impacting on the Council's 

reputation due to exposure in national media.

The Strategic Risk Register is reviewed and updated in line with the corporate performance 

monitoring and reporting frameworks, which is compliant with the Corporate Risk 

Management Strategy.

A summary of the current Strategic Risk Register is attached at Appendix 1. 

The key to Risk Rating Scores and Level of Risk are summarised below: 

Level of Risk Score Colour
Low 1 – 6 Green

Moderate 7 – 12 Amber

High 13 – 25 Red

4. Risk Management and links to Good Governance

Gloucestershire County Council (GCC) has adopted a Local Code of Corporate Governance 

based upon the CIPFA/SOLACE document entitled ‘Delivering Good Governance in Local 

Government’: 2012 Framework. One of the six key principles of good governance states:

‘the Council will take informed and transparent decisions, which are subject to effective 

scrutiny and managing risk’.

In order to gauge the effectiveness of the risk management arrangements operating within 

the Council, an assurance framework is in operation, which underpins the Annual 

Governance Statement. The process requires all Directors and Service Heads to provide the 

relevant assurances, via an assurance statement, that good governance is being applied 

within their service areas. The statements are also reviewed and countersigned by the 

relevant Lead Cabinet Members.
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One of the sections within the statement specifically relates to Risk Management and asks 

management for assurances, via a number of questions, that the Council’s Risk 

Management Strategy and principles are applied within their service areas.

The ‘Three Lines of Defence’ in effective Risk Management and Control

To enable the Council to provide reliable evidence to underpin the assessment of risk and 

control, help prioritise resources and avoid unnecessary duplication, the assurance 

statements have been further developed. Each governance section within the assurance 

statement now provides management with the opportunity to summarise the key types of 

assurance they receive and the level of reliance they place on that assurance. To assist with 

this, the Three Lines of Defence model was introduced which is a concept for helping to 

identify and understand the different sources of risk assurance. 

The Three Lines of Defence

First Line (Functions that own and manage risks)

 Operational Management Self Assessments
 Development and implementation of internal policies/procedures
 Financial management and reporting
 Management and supervisory controls 
 Operational delivery assurance
 Performance management and data quality

Second Line (Functions that oversee risks)

 Governance structures & processes (e.g. Audit and Governance Committee, 
Scrutiny)

 Risk Management
 Compliance functions (e.g. Finance, Health and Safety, Information Security)
 Quality control checks
 Internal business change reviews
 Customer care (complaints) 

Third Line (Functions that provide independent assurance on the management of 
risks)

 External Regulators (e.g. OFSTED, HMRC, CQC)
 Adjudicators/Tribunals
 External Accreditation/Certification
 Strategic partners assurance reports
 Internal /External Audit
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4.1 Risk Management links to Internal Audit – Risk Based Internal Auditing 

Whilst the responsibility for identifying and managing risks belongs to management, one of 

the key roles of Internal Audit (IA) is to provide independent assurance that those risks have 

been properly managed. In order to achieve this, Internal Audit within GCC, positions its 

work in the context of the Council’s own risk management framework. This approach is 

known as Risk Based Internal Auditing (RBIA). Further detail of how these two service areas 

have further enhanced these links to enable more effective contributions to the corporate 

governance framework, can be found at paragraphs 4.2 and 4.3 below. 

4.2 Risk Management links to Internal Audit - Opinion on Risk

The Public Sector Internal Audit Standards (PSIAS) 2013 requires Internal Audit to provide 

an independent opinion on the adequacy and effectiveness of the risk management 

processes which management have put in place within the area under review, and that a 

sound framework of controls is in place to sufficiently mitigate those risks.

These opinions feed into the Chief Internal Auditor’s annual opinion on the overall adequacy 

and effectiveness of the Council’s control environment comprising risk management, control 

and governance, which supports the Annual Governance Statement. Therefore, on each IA 

report, an opinion is provided as to the adequacy of the controls operating within the area 

under review (which is also fully compliant with the Accounts and Audit Regulations 2015).

However, in order to further embed risk management and identify and implement innovative 

practice, ARA continues to work alongside the Chief Internal Auditor where it was agreed 

that each IA report would, in addition to providing an opinion on control, also provides an 

opinion as to the effectiveness of the risk management arrangements operating within the 

area under review.

Therefore, a statement continues to be provided on the levels of assurance (Substantial, 

Satisfactory, Limited) within these two areas. 

As can be demonstrated below, during 2015/2016, 97% of the audited areas rated the 

effectiveness of the risk management arrangements as satisfactory or substantial, with 40% 

rated as substantial and 57% satisfactory, with the remaining 3% obtaining a limited 

assurance opinion. 

There was one audit where a limited assurance opinion was given on risk during 2015/2016, 

this related to Payroll / LGPS New Regulations 2014 (reported to Audit and Governance 

Committee 22nd January 2016).
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This evidences that risk management continues to be embedded into the Council’s business 

activities. 

Please refer to paragraph 4.3 below which summarises the actions taken as to the limited 

assurance opinions.

The above has been highlighted as ‘innovative’ by CIPFA and these enhanced opinions 

have been used as a good practice case study in the CIPFA publication ‘Effective Internal 

Audit’. In addition, this was reported as a key strength by the Chartered Institute of Internal 

Auditors as part of the Internal Audit External Quality Assessment.

4.3 Risk Management links to Internal Audit – Limited Assurance Opinions

Where limited assurance opinions are given on audits deemed to be of strategic importance, 

these are reported to the Audit and Governance Committee and the relevant reports are 

provided to the Risk Champions to ensure that the risks highlighted by Internal Audit are 

placed on the relevant risk registers.

The monitoring of the implementation of the recommendations is then owned by the relevant 

manager and helps to further embed risk management into the day to day risk management 

processes. These opinions also help to inform the work priorities of Risk Management and 

Insurance Services.
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4.4 Risk Management links to the Corporate Performance Management Framework

Risk Management and Insurance Services continue to work alongside the Performance and 

Need Team to ensure that risk management is fully considered within the corporate 

performance management/monitoring and reporting framework.

4.5 Risk Management links to Programme/Project Management

Risk Management continues to be one of the key mandatory standards to be applied within 

the corporate programme and project governance framework.

4.6 Risk Management and links to Insurance

Insurance claims statistics and insurance advice have a valuable part to play in the risk 

management process:- 

 They can be used to demonstrate the benefits of applying risk management 

principles and raise awareness of both good and not so good processes, impacts 

and controls operating throughout the Council with the provision of ‘real life 

examples’;  

 They are used to enable the setting of key performance indicators within operational 

business plans e.g. Employer’s Liability claims;

 They highlight emerging trends and new risks to the Authority; 

 Regular updates from the Insurance Brokers and the Insurers are also used to 

identify new risks from, for example new legislation;

 Insurance advice provided by the Insurance Manager in consultation with the 

insurance brokers and insurers ensures that there is adequate cover for insurable 

risks within contracts/agreements/partnerships for example; and

 Updates are provided to the three Statutory Officers i.e. Chief Executive Officer, 

Monitoring Officer and Chief Financial Officer, to keep them aware of all key claims.
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5. Insurance Claims experience of main policies (Liability/Property/Motor) 
including the risk mitigation arrangements during 2015/16

5.1 Liability

Public Liability 

In 2015/16 the Council received 31 new public liability claims. This is yet another significant 

decrease from previous years (i.e. 240 in 14/15, 1034 in 2013/14) due to the transfer of 

highways claims liability and claims handling to the new contractor (see highways claims 

section below). 12 of the 31 new claims do still relate to highways claims that occurred prior 

to 01/04/2014. To date, 8 of these claims have been successfully repudiated and 4 claims 

have been paid at a cost of £8,874. The other claims have arisen from social services and 

schools.

19 claims received in the 15/16 period remain open. The majority of these claims have been 

referred to the Council’s insurers and are still being investigated. 

Highways Claims 

With effect from 1st April 2014 the Council entered into a highways contract with Amey.  

More highways functions were outsourced through the contract which included the highways 

inspections.  As the highways inspections are crucial to the defence of highways claims then 

the liability transferred to Amey via the contract together with the claims handling. Although 

some residual risk remains with the Council e.g. devising the strategic policies, overall, the 

financial risk to GCC has significantly reduced. 

This is an example of how risk can be successfully transferred to a contractor via robust 

contracts with the benefit of reducing financial risk to the Council.   

Employers Liability 

The Council received 13 new employers’ liability claims in 2015/16. 6 of these new claims 

relate to historical causes e.g. noise induced deafness, mesothelioma.  These claims are in 

the process of being investigated. Examples of the majority of the employer’s liability claims 

relate to slips, trips and falls. These claims are also still in the process of being investigated. 
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Risk Management of Liability Claims

The Council ‘bought out’ the excess on the Public and Employers Liability for the policy 

years 1996 – 1999. This means that any claims relating to that period will not be subject to 

the excess applicable at the time and paid in full by the insurer. The total cost of the 

premium for buying out the excess was £57,500 (Employers Liability £21,000 and Public 

Liability £36,500).  Insurance Services are currently dealing with two EL claims in respect of 

which the policy years 1996-1999 form part of the exposure period. Both claims are 

significant and whilst final costs are not yet known, it is anticipated that the costs we will be 

able to recover, associated with the policy years 1996-1999, will exceed the premium that 

we have paid. It should also be borne in mind that it is likely that there will be further claims 

where those years are relevant to the Council’s liability’.

 To mitigate the risk of significant third party solicitors’ costs, the Council’s Claims 

Investigator assesses the risks associated with the circumstances of each case as 

they arise. The mitigation process is: 

 A site visit is undertaken as soon as possible;
 Key personnel are interviewed whilst circumstances are still fresh in their 

mind;
 Identify and obtain relevant documentary evidence; 
 Be assured that potential witnesses are both available and competent to 

attend court if required; and
 An early admission of liability where no robust defence is available saves the 

Council accumulating solicitor costs.  

 Insurance Services work with the highways commissioning teams and the highways 

contractor, Amey, to monitor the claims experience of the highways claims now they 

are being dealt with by them and their insurers/claims handlers.  It is important that 

the high repudiation rate and good customer service achieved by the Council in 

previous years is maintained. To date the contractor is achieving a 90%+ repudiation 

rate.

 Claims analysis is undertaken to identify emerging risks and where possible 

mitigating action is taken;

 Members of the insurance services team attend seminars/working groups run by 

insurers/brokers/solicitors;
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 With robust systems in place it is difficult for any fraudulent claim to succeed as 

whatever the nature of the claim the County Council should be able to defend by 

evidencing that it has adhered to all relevant legislation / protocols /recommendations 

and code of good practice. 

 Whilst major suspected fraud is dealt with by the Council’s insurers, any suspected 

fraud on a liability claim that is being dealt with in-house, is referred to the Counter 

Fraud Specialist (Internal Audit). 

 The Council’s insurers participate in the National Fraud Initiative.

 The Insurance Manager now regularly assist the Commercial Service with the levels 

of indemnity and insurance clauses being requested in the tendering of contracts 

process. 

 Dissemination of relevant articles received from insurers/solicitors etc to appropriate 

staff.

 Employers Liability claims statistics are provided to the Health and Safety 

Committee.

 Feedback on any claims paid is disseminated (subject to data protection) to 

appropriate departments and schools so that lessons are learnt where possible.

5.2 Property

Insurance Services operate five Property policies to provide insurance for a wide range of 

perils for both the Council properties and maintained schools via the Traded Service.  

In 2015/16 Insurance Services dealt with 25 new claims totalling a value of £25,840. The 

types of claim are accidental damage (schools), theft (schools), vandalism (schools), burst 

pipes, water damage, storm and lightning.

Risk Management of Property Claims

Insurance Services work closely with Asset Management and Property Services (AMPS), 

schools and the insurers to assist with managing property risks. Some examples of recent 

actions are:

 Regular Loss Control Surveys of GCC premises/schools. 



15

 Claims statistics are annually provided to the School Security Group.  This group is 

made up of GCC/Police/Fire and Rescue Services. The objective is to share 

information to identify hotspots; and 

 The Scrap Metal Dealers Act 2013 requires all scrap metal dealers to obtain a 

licence from local councils to operate. Rogue traders who buy and sell scrap metal 

for cash face a fine of £5,000. The Act also gives local authorities and police new 

powers to inspect premises where they suspect metal is being illegally traded and 

revoke licences. This will help mitigate the risk of lead being stolen from our insured 

properties.

Big Community Offer – BCO/Leased Property Policy

Insurance Services continue to work with AMPS in respect of the insurance of the Council’s 

leased/tenanted buildings by facilitating the procurement of a specific buildings policy that 

meets the needs of the tenant and mitigates the Council’s financial exposure.

5.3 Motor

Insurance services received 49 new claims relating to motor accidents involving GCC and 

schools vehicles in the period of this report.  22 claims have been paid, to date, at a cost of 

£38,199. 

Risk Management of Motor Claims

 Annual claims statistics are provided to the relevant service areas; 

 Claims analysis is undertaken to identify emerging risks and action taken, where 

possible, to mitigate the risk;

 A supplementary Risk Management information form is completed by the driver of 

the vehicles to assist with proactive risk management initiatives; and

 A company, DAS, undertake the recovery of the Council’s uninsured losses. 

5.4 Traded Services to Schools

Insurance Services do not only support the Council’s services, but are also a ‘buy back’ 

service to Gloucestershire’s maintained schools. (Insurance Services do not offer a service 

to Academies because there is not an insurable risk to the Council). 
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These services are deemed to be efficient and effective with a large numbers of 

compliments being received from schools, which is evidenced by the fact that 100% of 

maintained schools within the County have purchased our service during 2015/16.

Risk Management for Schools

Risk Management information is communicated to schools via:- 

 The Business Support Services webpages ;

 The Traded Service e-bulletin;

 Schoolsnet bulletin board;

 What’s up Gov;

 Heads Up;

 Attendance at the Traded Service Roadshows and ;

 Claims feedback

5.5 Actuarial review of Insurance Funds 

Insurance Services commission regular reviews of the insurance funds to ensure that there 

are adequate provisions and reserves to meet the cost of known claims and those claims 

that have not yet been received (i.e. incurred but not reported). The actuary also makes 

recommendations for annual contributions to the funds for 3 years following each review. 

The outcome of the last review was that the Council has adequate funds to meet its known 

and future claims liabilities. 

6. Future developments in 2016/2017

ARA will continue to input into the review of the strategic risk profile and the maintenance of 

the Corporate Risk Management Policy Statement and Strategy and will implement various 

strategies designed to deliver a continuation of the positive outcomes detailed in this, and 

previous reports. In the context of this, a number of future developments are planned for 

2016/2017, the key actions are outlined below.
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6.1 Internal Audit and Risk Management Shared Service

With effect from 1st June 2015, Gloucestershire County Council (as host authority) has 

entered into a shared services collaboration agreement with Gloucester City Council and 

Stroud District Council to provide an Internal Audit and Risk Management Service (i.e. Audit 

Risk Assurance (ARA)) to all three partners. ARA will be working with the three Councils 

during 2016/2017 to identify the risk management service requirements, to ensure a quality, 

cost effective service can be provided.

6.2 Corporate Risk Management Guidance/Toolkits

During 2016/2017, the risk management guidance and associated toolkit will continue to be 

refreshed to ensure they reflect the requirements of the strategy and good governance.

6.3 Major change programme/projects

Risk Management and Insurance Services will continue to play a key role within the 

corporate programme/project governance arrangements.

6.4 Strategic Risk Register

To support CoMT with ensuring that the Strategic Risk Register continues to reflect the 

Council’s current risk profile.

6.5 Contracts/Partnership Risk Management

ARA will continue to review the Council’s key contracts/partnerships to ensure the contract 

managers are managing risk effectively and in accordance with the strategy.

7. Conclusion

On the basis of the information set out in this report, it can be concluded that arrangements 

for managing risk within the Council are sound.


